“RESPECT FOR CONTEXT":
FULFILLING THE PROMISE OF
THE WHITE HOUSE REPORT’

Helen Nissenbaum

n February 2012, the Obama White House unveiled. the Con-
Isumer Privacy Bill of Rights (2012, 9) embedded in a com-
prehensive report, “Consumer Data Privacy in a Networked
World: A Framework for Protecting Privacy and Promot- |
ing Innovation in the Global Digital Economy.” Thel report
and bill of rights, which signaled direct White Houaj.e mtere.st-:
in privacy and buoyed hopes that change might be 1.n .the al#,_
were cautiously endorsed by a range of parties—public interest
advocates, industry leaders and associations, and goveljnment. .
agencies—who have disagreed with one another on v1rtua:]l
everything else to do with privacy.? i

Of the seven principles proposed in the Consumer Pr}v:?_gy
Bill of Rights, six are recognizable as kin of traditional fair m
formation practices, embodied, for example, in the OECD Pri
vacy Guidelines. The third principle of “Respect for Context
(PRC), the expectation that “companies will collect, use, an
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disclose personal data in ways that are consistent with the con.
text in which consumers provide the data” (p. 47), is intrigu-
mngly novel. Context, however, is a metcilessly ambiguous term
with potential to be all things to all people. Its meanings range
from the colloguial and general to the theorized and specific
and shades in between. If determining the meaning of contex:
were not challenging enough, determining what it means to re-
spect it opens further avenues of ambiguity.

From a virtually endless set of possibilities, four interpreta-
tions are particularly interesting: context as technology plat-
form or system, context as business model or practice, context
as industry or sector, and context as social domain. Which one
is the right one is the question I address in this essay. As I ar-
gue below, whether the Privacy Bill of Rights fulfills its promise
as a watershed for privacy, whether the principle of respect for
context is an active ingredient in the momentum will depend
on which one of these interpretations drives public and private
regulation going forward.

Although other interpretations have appeared in connection
with privacy, I focus on these four because they imply divergent
policy directions and also because they reflect persistent voices
m discussions leading up to and following the White House

! report.

Context as Technology: In more than one hundred years of

worrying about privacy, technological development has been a
- major impetus for societal attention. The contemporary mo-
ment is a case in point with a focus on the realm of information

nd digital networks—the Internet, and the myriad platforms
nd systems sitting atop (or below) it, such as mobile devices,
-mail, social networks, cloud service, and the Web itself. Most
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of us readily talk of communication and.transac‘tion taking
place online or in cyberspace and see assoaatt.ed privacy prob-
lems as distinctive to these electronically medlatefi contexts. It
is a short distance to conceive of this technologllcal substrate
and its social networks, Twitter, Wikipedia, ‘moblle apps, ax'ld
location-based services as a context. In such instances material
properties of respective media, systems‘, .or platform:.; shape—(;
moderate, magnify, enable—the activities, transafctlons, z%n
interactions that they mediate, as well as the ways information
is tracked, gathered, analyzed, and dissemina.ted. R.es:pect for
contexts, under this interpretation, would requn:.e policies to be
heedful of systems” and platforms’ natural functlc'm. o

Context as Business Model or Practice: According to th1's in-.
terpretation, it is not technology per se that defines privacy
rules of the road but distinctive business modelf; and prac'tlcgs :
Interpreted as the model or practice of a particular 'bu's.messc_1 ._
context is shaped by the nature and aims of tha’E busme.ss.an.
the practices it pursues in order to achieve these aim's. This blS a:t.-.
interpretation supported in the comments. of many incum eg (s’
in the IT and information industries. Takm.g Web search as an
example, whereas the underlying technologlcal system may ac,
cumulate search logs containing information about personq]l.
identifiable individuals, the business model m:jly define h;w
long the logs are kept, how they are used, and with whom the
are shared. .

Context as Industry or Sector. Adopting the 11'1terpret :
of context as sector or industry broadens tlTe unit of. analym
from individual businesses to the sector of mdus‘t{y in Wth
they function. It also is compatible with the pre.valhng selct_pl:l
policy environment in the United States, which largesy-

ati
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regulated privacy protection on a sector-by-sector basis. By
merging sector and industry I am not suggesting their mean-
ings are identical but acknowledging that those who favor this
interpretation have used these terms interchangeably in their
comments. According to this interpretation, respect for context
would amount to adherence to the set of rules or norms devel-
oped by, for, and within respective sectors or industries.
Context as Social Domain: This interpretation,

the theory of contextual integrity,
spheres,

supported by
presents contexts as social
constituents of the differentiated social space of every-
day life, including instances such as education, health care,
politics, commerce, religion, family and home life, recreation,
marketplace, and work, Spheres generally comprise characteris.
tic activities and Ppractices, functions (or roles), aims, purposes,
institutional structure, values, and action-governing norms.
Norms governing the flow of information form a subclass of
these norms; context-specific informational norms (from here
on, “informational norms”) are crucial to contextual integrity.
To flesh out what it would mean to respect context as social
sphere requires a brief detour throu
integrity.
Where other accounts of privacy focus on exposure of per-
sonal information or loss of control by data subjects, the theory

gh the theory of contextual

- of contextual integrity cites appropriateness of flow, namely
: those data flows that comport with legitimate informational
i norms, as a fundamental tenet. Whether a particular flow, or
- transmission of information from one party to another,

- propriate depends on the type of information
whom it is,

is ap-
in question, about
by whom and to whom it is transimitted, and the
onditions or constraints under which this transmission takes




156 "RESPECT FOR CONTEXT"

place. According to contextual integrit?r’s model of 1nform§‘F1c;i1
flow the critical parameters are identlﬁecl as; xj:;c::rs—ﬁ:;:ﬁfns,
cipient—ranging over context-rele : s
Zinii::;, I:r fcting in capacities associated witlr% .respect;ve. cic;r;—
texts. These functional roles include the'famlha'r_p lys:;eer,
nurse, patient, teacher, senator, voter, polling station vo ;16 ant,
mother, friend, uncle, priest, merchant, customer, cong gEter,
policeman, judge, and, of course, many m(?re. Tl:ie Pa:inflr e
of information type, likewise, ranges over variables :fve from
the ontologies of specific domains. .In health c'are, esharma_
include symptomologies, medical dlagnos:es, d:eases, }iative -
cological drugs; in education, they may include c?gn ve
titude, performance measures, lea.rnmg outcmfnae:ts111 11'111 r{; mmisi
party affiliations, votes cast, donatlons:; and so forth. ransmi
sion principle, the third parameter, demgnates. the t;l:in , or con-
straints, under which information ﬂow's. Thlnk 'o 1 ;15 @ shuice
gate. Abstractly conceived, the tralnsm1'sswn 'prmap e thaosu 0
been explicated in scholarly or pohqf d1scu531;)n.s evennd ° ‘f i; y
in practice, its role in social convention, re.gu atlon,_ a aw
pivotal. Control over information by the 1nf0r.mat1c.)n u ,[Jant-_
can, in its terms, be understood as but. one (.aleIEl _an 1(1‘11[;1) oriant.
one) among an extensive range of op.tlor},s:‘mclu 11.1gd1b ontl
dence,” “with third-party authorizailon,' as. reqlzlu;e y law,”
“bought,” “sold,” “reciprocal,” and “authenticated. e
It bears emphasizing that the three I‘Jarameters.—dac 0 ({em
formation type, and transmission principles—are in epe?them
None can be reduced to the other tw?, nor can any one ()ThiS .
carry the full burden of defining privacy elxpcl:ctatliois(.)f his
why past efforts to reduce privacy .to a particular clas finfer.
mation (say, “sensitive” information) or to one trans i

line offer great value. How to distingui
from those that violate privacy is an

meet it, contextual integrity calls for a
of preexisting flow against novel flow
analysis: One considers the interests of
benefits they enjoy,
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principle (say, control over information) were doomed to fail,
For decades, these reductive efforts, in my view,
ambiguity and confusion in our und
have hindered progress in attempts
Control over information may be a
principle, but always with respect to
ticular information types,
particular social context.?

have invited
erstanding of privacy and
to regulate its protection.
1 important transmission
particular actors and par-
all specified against the backdrop of a

Contextual integrity is achieved when actions and practices
comport with informational norms. It i violated when actions
or practices defy expectations by disrupting entrenched or nor-
mative information flows, Because informational norms maodel
privacy expectations, it is no surprise when

people react with
annoyance, indignation,

and protest when contextual integrity
has been violated. Contextual Integrity thus offers a diagnos-
tic tool with prima facje explanatory and predictive capacities,
providing a more highly calibrated vi
privacy than traditional dichotomi
close, private/public.

Diagnosing a disruption in entrenched flow is but a start;
being able to evaluate it is crucial to the moral sway of contex-
tual integrity. Disruptive technologies,
indicators; new forms of communicati
as through social networks; and infor

ew of factors relevant to
es such as disclose/not dis-

such as enhanced health
on and association, such
mation search tools on.-
sh positive opportunities
important challenge, To
comparative assessment
involving three layers of
key affected parties—ihe
the costs and risks they suffer. This largely
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economic approach, which dominates the pqlicy .arenafin ;tatm-_
dard stakeholder analyses, offers only a partial view o wl'a. li
at stake. A second layer considers general moral and p(; itica
values. Thus, beyond straightforward trade-offs th.at mlght <})1p-
timize overall benefit, this layer enjoins us to consider w i’; er
costs and benefits are justly distributed. Other core va.lue.s iden-
tified in the privacy literature are democracy, unfair dlsc.r:imlilia—
tion, informational harm, equal trea‘[mentt autonomy, iden t)_r
formation, and a range of civil liberties.* Finally, we must con
sider context-specific values, ends, and purposes. These'n;acly
help resolve conflicts that have long stumped us, such zs pm; X}_r
versus security, privacy versus profit, and so forth. . con' (3 .
tual analysis may reveal that freedom should trump in a given

context, say a library, while security in another, say an alrl'for:i B
Contextuoal integrity offers a thoughtful way beyond the 'anal
dichotomies of privacy versus business interest.s, versgs ilatw{]n_
security, public safety, and freedom of expr.essmn. This layer ; .
sists that privacy, as appropriate informatTon ﬂov.vs, sezve: 2ot
merely the interests of individ;lal information subjects, but a
, social ends and values. . o
Coxtfleing to this account of context‘ as so‘c1al domain, i
spect for context is respect for contextual integrity. e
To see why this account is the only one of the four with t
potential to bring about significant advar}cement in p.rotectllsr_?g
privacy, we take a closer look at the Whlte Hous';e Pisvacz;ce; i
of Rights. The debt to traditional “Fair Information ‘ rac o
(FIPs) is clear with principles of trans.pare'ncy, secu.n;y, ac.:'_.__.:1
and accuracy, and accountability, Wthh. line uP wit e?ll.uv
lent FIPs; respect for context, however, is not linked wi

practice,
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single principle but associated jointly with two equivalents:
purpose specification (“The purposes for which personal data
are collected should pe specified no later than at the time of
data collection and the subsequent use limited to the fuifillment
of those purposes or such others as are not incompatible with
these purposes and as are specified on each occasion of change
of purpose” (p. 38]) and use limitation (“Personal data should
not be disclosed, made available or otherwise used for purposes
other than those specified . . . except . .. (a) with the consent of
the data subject; or (b) by the authority of law” [p. 58]).
But purposes are not given in the princip
resulting in a code that is cither admirably ad
stantively empty, Purpose specification is the
tially creating a Trojan horse out of yse limi
limitation (often called data minimization),
and data quality. Unless and until purposes a
stantive requirements, FIPs constitute a mere shell, formally
defining relationships among the principles and laying out pro-
cedural steps to guide information flows.s
Whether the Consamer Privacy Bill of Rights devolves to this
procedural formulation of FIpg or fulfills its promise of positive
change depends on how we interpret context. I have argued that
context understood as social domain is the most viable basis for
progress among the four alternatives we have considered,
Under the interpretation of context as

les themselves,
aptable or sub-
wild card, poten-
tation, collection
and even security
re shaped by sub-

business model or
context would be determined by the exigencies of a

particalar business and ensuing policies, presumably com-
-municated via termg of service. For online commerce,
chant may reasonably require a consumer’s address an

a mer-
d valid
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payment information, but if business purpose is a blank check
and political economy is all that shapes the relationship between
the information collector and information subject, there is no
recourse to standards beyond business expedience. By defini-
tion, each business entity determines what is and is not expedi-
ent. This may mean buying and selling information resources,
extracting information resources from transactions, and using
information with no restriction (except in the few sectors cov-
ered by privacy legislation). Fven admitting the importance of
business to society, its parochial needs are not sound footing for

privacy’s moral imperative.
What about context as technology platform or system? It is .
quite sensible to refer toa Facebook profile, a Bing search, a Fit-
bit group, the Web, and an e-mail exchange as contexts, but a.
mistake if respect for context is a bellwether for privacy. Letting:
technological affordance define moral imperative would mean
that platform or system not only determines what information
flows can happen but what flows ought to happen. Doubtless
technologies shape contexts, may even constitute them. They,
alter practice and sometimes pull norms and standards alon
with ther. New technologies may reconfigure ontologies, yiel
new categories of information, new types of actors and modes
dissemination. These may rightly call for a review of entrenche
norms and spur new norms where none previously existed. Bu
allowing these systems fully to account for the meaning of re
spect for context allows material design to define ethical an
political precepts. It leads to distortions in regulation, respon
sive to details of technology outside its social significance.I
places these systems beyond the pale of normative judg_f_ne
but where respect for context is a bellwether for privacy, 1

~
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mistake to confuse technological contexts with those that d
legitimate privacy expectations. e
. Interpreting context as sector or industry, which aligns well
with the U.S, sectoral approach to privacy regulatioj over
comes so.me of the drawbacks of context as business ’modei
bec'auaje,- instead of devolving to policies serving the interest
of .mdmdual businesses, norms of information flow Wouldei) S
gmdedl by a collective mission——ideally, collective best practi y
I.ndudmg sectors beyond industry and business, such aPS) d o
tion, health care, politics, family, or religion, cc;uld extejldutclih
rar‘1ge_0f appropriate informational rules beyond servin i
chial interests of business incumbents, Yet, ironicall y Parl(l)H
scol?e of sectors is broadened, their conception edges 1'? tis t:l'e
.rectlon of social spheres around which the theo f al
integrity is oriented. 7 oonteaa
' Interpreted as respect for contextual integrity.
ciple of respect for context would require inform.;tion fl
to be cbaracterized in terms of information types, actors OW;
tr@smlssion principles and evaluated in terms of, the baiain
of ll'ltCI:EStS and impacts on values and contextaal aims. Su C;
evaluations extend beyond conventional stakeholder in‘-ceresct
and even beyond the general moral and political values wid 1S
acknowledged in privacy discussions. Context isnot only a p::s)—,

the prin-

: sive backdrop against which the interests of affected parii
- are measured, balanced, and traded off. In addition onten
' deﬁne‘s how these interests and values should be wei iled Th
Integrity of contexts themselves is a final arbiter of infgorm.::ttio::

context

ractices—yvibrant marketplace, effective health care, sound

ducat: .
ucation, truly democratic governance, and strong
'}

amilies and friendships. trusting
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In sum, for the Consumer Privacy Bill of Rights to advance
privacy protection beyond its present state, much hangs on how
context, in the principle of respect for context, is understood.
Four contenders jockey for preeminence: business model,
technology, sector, and social domain. I have argued that the
fourth holds the greatest potential. Respecting context as busi-
ness model offers no prospect of advancement beyond the pres-
ent state of affairs. Respecting context as secfor (or industry)
fares somewhat better, though how much better this approach -
meaningfully advances privacy protection depends on how sec-
tors are defined. The problem is particularly acute for the “in-
formation sector,” where the proverbial fox would be guarding'
the henhouse. Further, if industrial sectors dominate the way
sectors are conceived, the influence of sectors such as health
care, education, religion, and politics will be diminished, or the
commercial aspects of these industries may play a dispropor-
tionate role. A purely technological understanding of context
would mean technical affordances and constraints would di
fine legitimate expectations of privacy. But so doing gets things
exactly backward, draining respect for context of moral clout.
Our morally legitimate expectations, shaped by context and
other factors, should drive design and define the responsibﬂ
ties of developers, not the other way around. 7
According to the interpretation of context as social domai
respecting context means respecting informational norms th:
promote general ethical and political values, as well as conte
specific ends, purposes, and values. Informational n
must specify all relevant parameters-—actors (functioni
roles), information types, and transmission principlé_'__
yield rules that are partial and ambiguous. In revealing ctI
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dependencies between social values and appropriate informa-

;1011 flows, .contextual integrity once and for all debunks the
allacy of privacy as valuable for individuals alone.

Contexts are shaped by technology, business practice, and in-
dus.try sector. They may also be constituted by geogr; hic 1
cation, relationship, agreement, culture, religion, and fra Oci
muc.h more. In individual cases, any of these )factors c’oalid
qualify ar‘ld shape peoples’ expectations of how informat;1
about us is gathered, used, and disseminated. No one of theon
however, provides the right level of analysis or carries the s e
moral and political weight as social domain. Accordin ami
offer an amendment to the Consumer Privacy Bill of Rigllly’ ’
principle of respect for context: -
Resperct for context means consumers have a right to expect that
companies will collect, use, and disclose personal data in ways cht

are consistent with the [social] ¢ 1 1
. ontext in whic
e h consumers pro-
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